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Supervisor Sheila Kuehl
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Supervisor Mi I D. Antonovich

FROM: John Naimo
Audito ller

SUBJECT: ALTERNATE PUBLIC DEFENDER. PAYROLUPERSONNEL REVIEW

ln 2007, your Board instructed the Auditor-Controller (A-C) to develop a risk-based plan
to audit payroll/personnel operations in all County departments. ln accordance with the
developed plan, we completed a review of the Alternate Public Defender's (APD or
Department) compliance with County payroll and personnel policies, and use of the
County's electronic Human Resources (eHR) system.

Some APD payroll related functions, such as processing timesheet adjustments, issuing
supplemental warrants, monitoring industrial accidents, and recovering overpayments,
are performed by the A-C's Shared Services Division (SSD). However, APD staff is
responsible for other payroll and personnel functions, such as controlling overtime,
recording time and attendance, verifying bonus eligibility, conducting payroll payoffs,
and processing employee terminations. This review was limited to the payroll and
personnel functions performed by APD.

Summarv of Findings

We noted that APD appropriately verifies bonus eligibility for employees and maintains
appropriate security over personnel files. However, APD needs to strengthen its
controls over other areas of their payroll/personnel operations, and their use of the eHR
system. The followíng are examples of areas for improvement:
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The Department needs to ensure that overtime is properly documented, and
authorization forms are pre-approved and verified by supervisors. We noted that
in 11 (50%) of the 22 overlime occurrences reviewed, the Department did not
have overtime authorization forms. ln addition, for the remaining 11 occurrences
where an overtime authorization form existed, we noted live (45o/o) were not
appropriately pre-approved by a supervisor.

APD's attached response indicates that they now ensure supervisors provide
pre-approval of all overtime requesfs. ln addition, they are implementing an
electronic form for processing and approving overtime reguesfs.

The Department needs to ensure that all timesheet adjustments are reviewed
and certified by the employees and their supervisors. We noted that 21 (95%) of
the 22 timesheet adjustments reviewed did not have an employee or supervisor
signature.

APD's attached response indicates that they now ensure employees and
supervrsors sign the timesheet adjustments to certify the accuracy of changes
rnade to previously approved lirrrcslrcels.

The Department needs to ensure that payroll payoffs are conducted on an
unannounced basis at least once every 12 months by personnel with no other
payroll or personnel responsibilities. APD indicated that their last payroll payoff
was completed in Fiscal Year 2013-14. However, the Department was unable to
provide documentation supporting that the payroll payoff was conducted.

APD's attached response indicates that they have conducted a payroll payoff
review subsequent to our audit. The Department will continue to conduct
unannounced payoffs every 12 months by personnel with no other payroll or
personnel responsibilities, and will retain documentation in a centralized file.

The Department needs to ensure that all timesheets completed by proxies (i.e.,
designated staff allowed to prepare other employees' timesheets) on behalf of
employees are subsequently reviewed and certified by the employees. We noted
that for two (15%) of the 13 proxíed timesheets reviewed, the employees did not
certify the accuracy of their reported time.

APD's attached response indicates that they now ensure employees certify the
accuracy of their proxied timesheets by signing a hard copy of their timesheets.

We also noted that APD can improve its controls and monitoring over payroll exception
reports and system security. Details of these and other findings and recommendations
are included in Attachment L
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Review of Report

We discussed the results of our review with APD management. They generally agreed
with our findings and recommendations. The Department's attached response
(Attachment ll) describes the corrective actions they have taken, or plan to take, to
address the recommendations in our report.

We thank APD management and staff for their cooperation and assistance during our
review. lf you have any questions please call me, or your staff may contact Robert
Smythe at (213) 253-0100.

JN:AB:PH:RS:JU

Attachments

c: SachiA. Hamai, Chief Executive Officer
Janice Y Fukai, Alternate Publíc Defender
Public lnformation Office
Audit Commíttee



Attachment I

ALTERNATE PUBLIC DEFENDER
PAYROLUPERSONNEL REVIEW

Backqround

The Alternate Public Defender (APD or Department) has approximately 280 employees
in 22 offices throughout the County. APD employees enter their time information
directly into the County's electronic Human Resources (eHR) system. The
Department's Administrative Services Division utilizes eHR to obtain employee leave
balances; process personnel actions, such as hires/terminations; verify bonuses; and
maintain personnel data, including hire dates and County employment history.

Scope

APD is responsible for payroll and personnel functions, such as controlling overtime,
recording time and attendance, verifying bonus eligibility, conducting payroll payoffs,
and processing employee terminations. Other APD related payroll functions, such as
processing timesheet amendments, issuing supplemental warrants, monitoring
industrial accident payments, etc., are performed by the Auditor-Controller's (A-C)
Shared Services Division (SSD). This review was limited to the payroll and personnel
functions pcrformcd by APD.

We reviewed APD's compliance with County payroll and personnel policies, includíng
the County Fiscal Manual (CFM), and use of eHR. Our review included interviews with
APD management and staff, and tests of payroll and personneltransactions.

COMMENTS AND RECOMMENDATIONS

Overtime Approval

CFM Section 3.1.9 requires employees to scan and attach overtime pre-approval
documentation to their web-based timesheets (TlMEl). The Department's overtime
authorization form requires two supervisory approvals, including a pre-approval
signature for the overtime, and a verification signature after the overtime is worked
verifying that the employee worked the overtime authorized on the form.

We reviewed the 22 occurrences of overtime claimed by APD employees in Fiscal Year
(FY) 2013-14. At the time of our review, since APD had not yet incurred overtime in FY
2014-15, we tested the most current overtime claims available. We noted that in 11
(50%) of the 22 occurrences, the Department did not have overtime authorization forms.
APD management indícated that each of the 11 employees did not complete
authorization forms since they were already required by management to assist with
human resource related exams after their normal hours, and/or on days when they
normally would be off. However, APD should ensure that all overtime authorization
forms are completed and attached to employee timesheets, as required.

AU DITOR-CONTROLLER
COUNTY OF LOS A'VGELES
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ln addition, for the 11 cases in which the Department maintained an overtime
authorization form, we noted that five (45o/o) forms did not include a supervisor's pre-
approval signature. ln these cases, the overtime was approved only after the overtime
was worked. We also noted that for two (33%) of the remaining six forms which had
pre-approval signatures, the verifying signature was dated prior to the overtime actually
being worked. As a result, we were unable to determine whether the hours worked for
these two employees were accurately reported.

Recommendations

Alternate Public Defender management:

Ensure overtime authorization forms are properly maintained and
attached to employees' timesheets.

Ensure all overtime pre-approvals and verifications are appropriately
documented by their supervisors.

Time and Attendance

Proxied Timesheet Certification and Controls

CFM Sections 3.1.6 and 3.1.7 requÍre employees to certify the accuracy of their
reported time. lf an employee is not available or does not have access to a computer, a
proxy (i.e., designated staff allowed to prepare other employees' timesheets) can
prepare/submit a timesheet on the employee's behalf. Employees are required to
subsequently review any timesheet prepared by a proxy, and certify the accuracy of the
reported time by signing a hard copy timesheet.

Our review noted that APD employees did not review/certify two (15%) of the 13 proxied
timesheets we reviewed. APD management should ensure that employees certify the
accuracy of proxied timesheets by signing a hard copy of their timesheets, as required
by County policy.

Recommendation

3. Alternate Public Defender management ensure employees certify the
accuracy of proxied timesheets by signing a hard copy of their
timesheets.

Timecard Adiustments

CFM Section 3.1.7 requires employees and supervisors to sign the Timesheet
Correction Form to verify any changes to an employee's hours worked as reported on a
previously approved timesheet. lf the employee is not available to sign the form, the
supervisor should provide the employee with a copy of the Timesheet Correction Form
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before the end of the following pay period for the employee to review and certify the
changes.

We reviewed 22 timesheet adjustments made in FY 2014-15, and noted that 21 (95%)
Timesheet Correction Forms completed did not have the employee's and/or the
supervisor's signature. APD management indicated that it is not the practice for the
employees or supervisors to sign the form since they are.usually out in the field, and
SSD requires the adjustments immediately. However, without the employee's and/or
supervisor's verification, APD cannot ensure the accuracy of the timesheet adjustments.

Recommendation

4. Alternate Public Defender management ensure that employees and
supervisors sign Timesheet Correction Forms to certify the accuracy
of changes made to previously approved timesheets.

eHR Time Collection Exception Reports

CFM Section 3.1.7 requires departments to generate eHR exception reports, follow up
on noted exceptions, and document the results of their reviews. Since SSD handles
somc of APD's payroll functions, SSD generates the exception reports and fon¡rards to
APD only the reports for which APD is responsible.

We reviewed APD's Single Approver Report and Audit Trail Report, and noted that SSD
reviews these reports on APD's behalf, and properly maintaíns them on file. We also
reviewed the Missing Timesheet Report, which APD is responsible for reviewing, to
identify all missing timecards for the pay period. We noted that APD did not have a
copy of the report on file, or any support indicating their review was performed.
Although SSD maintains an anchor copy of all APD exception reports, APD should
retain annotated, signed, and dated copies on file of all eHR exception reports they are
responsible for to confirm their disposition of any reported exceptions.

Recommendation

5. Alternate Public Defender management retain annotated, signed, and
dated copies on file of all eHR exception reports they are responsible
for to confirm their disposition of any reported exceptions.

Emplovee Pavroll Pavoffs

CFM Section 3.1.12 requires departments to conduct unannounced payroll payoffs at
least once every 12 months by personnel with no other payroll or personnel
responsibilities to ensure that all employees are bona fide. During the payoffs,
employees are required to show proper identification and sign payoff documentation.
APD indicated that their last payroll payoff was completed in FY 2013-14. However, the
Department was not able to provide documentation supporting the payroll payoff was

AU DITOR-CONTROLLER
COUNTY OF ¿OS AAIGEIES
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conducted. As a result of our review, APD conducted a payroll payoff of their
employees in January 2016.

Recommendation

Alternate Public Defender management ensure payroll payoffs are
conducted on an unannounced basis at least once every l2 months by
personnel with no other payroll or personnel responsibilities, and
retain documentation demonstrating the payoff was conducted.

Time Reportinq Policies and Procedures

CFM Section 3.1.6 requires employees to sign an acknowledgment that they have
received and reviewed a copy of the department's Time Reporting Policies and
Procedures. ln addition, in December 2009, the A-C recommended that all departments
develop specific desk procedures for all functions, including payroll and personnel
assignments, to outline employees' duties, and the steps required to complete
assignments. Desk procedures can help employees maintain consistency,
effectiveness, and compliance with County policies and procedures.

APD has not developed Time Reporting Policies and Procedures or specific desk
procedures for payroll and personnel assignments. APD management indicated that
employees already have access to various County manuals, such as the CFM and eHR
manuals. However, County manuals do not outline employees' duties and steps
required to complete assignments. Some of our findings noted in APD's payroll and
personnel operations, such as not reviewing monthly exception reports or not obtaining
employees' signatures for proxied timesheets, may have been minimized if the
Depa rtment establ ished pro per desk proced ures.

Recommendations

Alternate Public Defender management:

Develop Time Reporting Policies and Procedures, and require
employees to sign an acknowledgement that they have received and
reviewed a copy of the procedures.

8. Develop desk procedures for payroll and personnel assignments.

Pavroll Svstem Securitv Policies

Board of Supervisors' Policy 6.101 requires employees with access to County computer
data to acknowledge and adhere to County Information Technology (lT) resources
policies, standards, and procedures, and County lT security policies, and sign the
County Acceptable Use Agreement. ln addition, CFM Section 8.3.0 requires

AU DITOR-CONTROLLER
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management to develop and aggressively enforce a formal, written security violation
policy.

We noted that two (10%) of the 20 APD payroll system users reviewed did not have a
signed County Acceptable Use Agreement on file, and one (5%) agreement did not
ínclude a supervisor's signature. In addition, APD does not have a formal, wrítten
security violatíon policy in place.

Recommendations

Alternate Public Defender management:

9. Ensure all employees have a signed County Acceptable Use
Agreement on file.

10. Develop and implement a formal, written security violation policy.

AU DITOR-CONTROLLER
COUNTY OF ¿OS A,VGELES
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March 1" 2016

To, John Naimo
Aud¡tor-Controllor

From: Janice Y Fukai
Altematc Public

Subject: ALTERNATE PUBLIC DEFENOER RESPONSE TO
PAYRO LUPE RSON N EL REI/IEW

The Altemate Public Oefender is submitting the attached response to the 10
recom¡nendations contained in the Auditor-Conúoller's report of the Payroll/Personrcl
Review.

We have implemented many of the recomrnendations and are committed to [aking the
nec€ssary steps to fully implarnent tl¡e Auditor-Controller's recommendatione, We have
developed new policres and procedures to €nsure efiective controb are in placa and
belng follonrcd.

We appreciate the professronalisrn of the Auditor-Controller's team who conducted the
payrolUpersonnel review and look forward to working with your team in the future.

Plea'3e contact me at 219-974-8163 if you have any questions.

To E¡ticl¡ tÂ'r¡ Ihæugúr Elfæ¡its M CvÍng S*r¿lc¡*"
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ALTERT{ATE PUBLIC DEFENDER
PAYROLUPERSONNEL REVIEW

RESPOl,¡SE

Overtimc Aporov¡l

Recommend¡tlon 1: En¡ure ovcrtlme ¡uthoriz¡tion forms ¡¡e propcrly
maintrined ¡nd ¡ttached to employees' tlnesheets.

APD Rerponre to Recommend¡tion '1. Agnee end lmplementaüon ln
progre¡3.

The Department ís implementing an eloctronic form for processing and
approval of overlime requests wtrich then can be uploaded to the employee's
timesheet,

Recommendation 2: Ensut€ ell overüme pr"..pprovrlc ¡nd vcrificetions .rìe
epprop rlatc ly documented by thei r rupcrvi¡ or¡.

APD Recponsc to Recommcnd¡üon 2. Agrce end implemenbd.

Tlte Department noìrv ensures that both employees ard supervísors
provide pre-approvel of overtime for all overtime reqr.rests,

Time and Aüendance

Recommend¡tion 3: APD m¡n¡gem€nt en¡urc employee3 ccrtify the rccur¡cy of
proxied ümecheets by rigning ¡ h¡¡d copy ol ttrelr dmc¡heetr.

APD RecponËe to Recommendation 3. Agree end implemented.

The Depârtment now ensures ernployees celify the accuracy of proxied
timesheets by signing a hard copy of their tirnesheets

Recommend¡tlon {; APD m¡n¡gement enrurÊ thrt employees rnd luporvlsorr
tign Time¡heet Corrccüon Form¡ to certify the ¡ccuracy of changoc made to
prevlourly rpproved üme¡hcctc.

APD Roeponse to Recommendation 4: Agrrc and implemenbd.
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The Departrnent has ensured that employees and supervisors sign Timesheet
Correction Forms (Time Card Adjustrnents) to certifo the accuracy of changes
made to previously approved tirnesheets" The Auditor-Controller's Shared
Services Division also notifies APD payroll Etafi o1 the needed dranges to
emp loyees' timesheets.

Recommend¡tion 5: APD menagoment rot¡fn ¡nnotrted, gigned, and datad
copier on filc of all cHR cxcepüon Þports they rre reaponrlblc for ûo confrrm
their dieposidon of any roportcd erceptlont.

APD Rorponse to Recommend¡$on 5: Agrec rnd lmplcmcnÞd.

The Department is nor¡ retaining annotated, signed, and dated oopies of all eHR

exceptlon reporùs to confirm the disposltlon of any reported exceptions.

Emolov¡c PeYrol! P¡voñ¡

Recommend¡tion 6: APD mrnagomcnt cnrun¡ peyroll pryolfr rrc condr¡cted on
en unannounced baci¡ at lcæt onco rvcry tweþc montlr¡ by peconnel with no
other payroll or penonncl naponeibilitisc, tnd retain documontation
demonstr¡ting the p¡yoff w¡¡ conducbd.

APD Reaponae to Recommend¡tlon 6: Agrce end implemonbd.

The DepaÉment has akeady completed its payroll payofr revþw and will continr¡e
to conduct unannounced reviews every twelve months by personnel with no

other payroll or personnel rcsponsibilities. The Departnent will maintaín a
cenlralized file end retain docunrentation to ensure the payoñ was conducted.

Such lile will also be scannod and maintiained by administrative staff.

Timc Rcportinq Policie¡ ¡nd Prucoduro¡

Recommend¡tion 7: APD m.n¡gomont dcvclop ümc rrportlng pollclcr end
procedurer, and requlre employcoo to rlgn ¡n ¡cknorvladgement tfiet thcy heve
received ¡nd revionred e copy of the procedurcr.

APD Rerponoe to Recommendation 8: Agree and currently being' developed wlth implementation to follow.

The Ðepartment will develop time reportirq policies and procedures" ln
addition, the Deparùnent will develop a form that ensures all employees
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acknowledge that they have received and reviewed a copy of the
procedurec,

Recommend¡tlon 8: APD månegement develop deck proccdunr for payroll and
pereonnel asrlgnmentr.

APD Reepon¡e to Recommsnd¡tlon 8: Agree ¡nd cunently bclng
implemenbd.

The Deparùnent is developing desk procedures for payroll and personnel
assignrnents. These desk procedures will be maintained and ñþd centrally for
Departnental use.

PfVrql! SVgûFm Securlrtv Policiee

Recommend¡tion 9: APO m¡negement cnrun3 ell cmployccr hevc e rlgncd
County Accepbbb Urc Agmcment on lllc.

APD Reepon¡e to Recommend¡tion 9: Agrue and implemanted.

The Depalrnent requires all employees to sign a County Acceptable Use
Agreement annually. All supervisors ere required to review the sigrnd
agreement lo ensure tln employee has aclualþ sígned it.

Recommend¡tion l0: APD m.n¡gement devclop ¡nd implcmcnt ¡ form¡|, wrlttln
recuriÇ vlolation pollcy.

APD Recpon¡e to Recommend¡tion l0: Agree end implemenled.

The Department has developed and implemented a formal, written security
violation policy"


